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Cybersecurity Policy Overview
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What Is A Security Policy?
Information security governs all data flow in an organization while cybersecurity policies focus on protecting digital data. A security policy is a set of standardized practices and procedures designed to protect a business’s network from malicious attacks. Security policies are considered best practice when developing and maintaining a cybersecurity program.
[bookmark: _Toc147502046]Why Is A Security Policy Important?
Security policies help to protect a company’s network from both external and internal threats. For example, 91% of cyber-attacks start with a phishing email. While employees may not be intentionally compromising a network, bad actions such as clicking on malicious links or downloading documents containing malicious code create security vulnerabilities. Therefore, implementing a security awareness training program to educate employees on security threats and how to identify them help to reduce this risk.
[bookmark: _Toc147502047]How Do You Write A Security Policy?
Writing a security policy for your organization can feel like an overwhelming challenge. There’s pressure to both implement a solution quickly while ensuring the policies achieve their goals. But writing a security policy does not have to be a chore. To get started, consider the following questions:
· Who Does What, When, And Why?
· Who Gets Access to What?
· What is the Penalty?
· What Are the Compliance Requirements?
[bookmark: _Toc147502048]Who Does What, When, And Why?
Cybersecurity policies provide a roadmap to employees of what to do and when to do it. For example, most password management policies today prompt you to change your password every 90 days. Without a password expiration policy, it is likely that most employees would continue to use the same password, posing a serious risk that could compromise the security of your network.
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Cybersecurity policies ensure data and information is only accessed by those who have permission. In effect, controls are implemented to limit who has access to what information, why, and reasons for accessing it. For example, Human Resources should not be widely available on a company’s shared network drive.
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Cybersecurity policies outline the consequences for failing to abide by the organization’s rules. We all have choices to make as to whether we are going to comply with the policy that has been outlined, that’s just human nature. But people like to know, and need to know, what the consequence is for failing to follow a policy. Policies and procedures provide what the expectation is, how to achieve that expectation, and what the consequence is for failure to adhere to that expectation. This eliminates all surprises as this will be clearly outlined, thus protecting the organization.
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Cybersecurity policies are necessary and often required for organizations to have in place to comply with various Federal, State, and Industry regulations. This includes NIST compliance, PCI, HIPAA compliance, FISMA, etc. The development, implementation, and review of these policies and procedures can be another challenge completely.
[bookmark: _Toc147502052]General Information Security Policy Templates
· Acceptable Encryption Policy
· Acceptable Use Policy
· Clean Desk Policy
· Data Breach Response Policy
· Disaster Recovery Plan Policy
· Digital Signature Acceptance Policy
· Email Policy
· Ethics Policy
· Pandemic Response Planning Policy
· Password Construction Guidelines
· Password Protection Policy
· Security Response Plan Policy
· End User Encryption Key Protection Policy
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The purpose of the acceptable encryption policy is to provide guidance that limits the use of encryption to those algorithms that have received substantial public review and have been proven to work effectively. Additionally, this policy provides direction to ensure that Federal regulations are followed, and legal authority is granted for the dissemination and use of encryption technologies outside of the United States.
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The purpose of the acceptable use policy is to outline the acceptable use of computer equipment at a company. These rules are in place to protect the employee and the business. Inappropriate use exposes the business to risks including virus attacks, compromise of network systems and services, and legal issues.
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The purpose of the clean desk policy is to establish the minimum requirements for maintaining a “clean desk” – where sensitive/critical information about our employees, our intellectual property, our customers, and our vendors is secure in locked areas and out of site. A Clean Desk policy is not only ISO 27001/17799 compliant, but it is also part of standard basic privacy controls.

[bookmark: _Toc147502056]Data Breach Response Policy
The purpose of a data breach response policy is to establish the goals and the vision for the breach response process. This policy will clearly define to whom it applies and under what circumstances, and it will include the definition of a breach, staff roles and responsibilities, standards, and metrics (e.g., to enable prioritization of the incidents), as well as reporting, remediation, and feedback mechanisms. The policy shall be well publicized and made easily available to all personnel whose duties involve data privacy and security protection.
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The purpose of a disaster recovery plan policy is to define the requirements for a baseline disaster recovery plan to be developed and implemented by a company that will describe the process to recover IT Systems, Applications and Data from any type of disaster that causes a major outage.
[bookmark: _Toc147502058]Digital Signature Acceptance Policy
The purpose of the digital signature acceptance policy is to provide guidance on when digital signatures are considered accepted means of validating the identity of a signer in a company’s electronic documents and correspondence, and thus a substitute for traditional “wet” signatures, within the organization. Because communication has become primarily electronic, the goal is to reduce confusion about when a digital signature is trusted.
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The purpose of this email policy is to ensure the proper use of the company’s email system and make users aware of what the company deems as acceptable and unacceptable use of its email system. This policy outlines the minimum requirements for use of email within the company’s network.
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The purpose of the Ethics Policy is to establish a culture of openness, trust and to emphasize the employee’s and consumer’s expectation to be treated to fair business practices. This policy will serve to guide business behavior to ensure ethical conduct. Effective ethics is a team effort involving the participation and support of every employee. All employees should familiarize themselves with the ethics guidelines that follow this introduction.
[bookmark: _Toc147502061]Pandemic Response Planning Policy
This document directs planning, preparation, and exercises for pandemic disease outbreak over and above the normal business continuity and disaster recovery planning process. The objective is to address the reality that pandemic events can create personnel and technology issues outside the scope of the traditional DR/BCP planning process as potentially 25% or more of the workforce may be unable to come to work for health or personal reasons.


[bookmark: _Toc147502062]Password Construction Guidelines
The purpose of this guidelines is to provide best practices for the created of strong passwords.
[bookmark: _Toc147502063]Password Recovery Policy
The purpose of the Password Recovery Policy is to establish a standard for creation of strong passwords and the protection of those passwords.
[bookmark: _Toc147502064]Security Response Plan Policy
The purpose of the Security Response Plan Policy is to establish the requirement that all business units supported by the Infosec team develop and maintain a security response plan. This ensures that security incident management team has all the necessary information to formulate a successful response should a specific security incident occur.
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The purpose of the End User Encryption Key Protection Policy outlines the requirements for protecting encryption keys that are under the control of end users. These requirements are designed to prevent unauthorized disclosure and subsequent fraudulent use. The protection methods outlined will include operational and technical controls, such as key backup procedures, encryption under a separate key and use of tamper-resistant hardware.
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